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STATE OF VERMONT
CONTRACT AMENDMENT

It is hereby agreed by and between the State of Vermont, Department of Vermont Health Access

(the "State"y-and ilaximus, Inc., with a principal place of business in Reston, VA (the

iContractor') that the contract between them originally dated as of December 15, 2011, Contract

#20g5gA,as amended to date, (the "Contract") is hereby amended as follows:

I. Maximum Amount. The maximum amount payable under the Contract, wherever such

reference upp"*r in the Contract, shall be changed from $52,764,064.00 to

$68,448,478. 00, representing an increase of $ I 5,6 84, 41 4'00'

U. Contract Term. The Cqntract end date, wherever such reference appears in the Contract,

shall be changed from June 30, 201 8 to June 30,2020'

111. Attachment A. Spccifications of Work to be Perfo{med. Attachment A of the Contract

(Sp""tft""ltons of Work to be Performed) is amended as follows:

Section . Telephone Access, of Attachment A is hereby deleted in its entirety and replaced

as set forth below:

3. TELEPHONEACCESS

A. The Contractor must provide live telephone coverage by trained staff to meet the

needs of eligible plan participants. Staffing must be sufficient to achieve service levels

documented in numbei l9 section B without managing this service level through

pressgre on limiting call length in a way that negatively impacts a high-quality customer

experience.

Effective June 1, 2AlT,"Coverage Hours" will be from 8:00 a'm. to 5:00 p'm' Eastern

uS Time Zone, Monday through Friday, except from November 1, 2017 through

December 37,2017 when "Coverage Hours," will be from 8:00 a.m. to 6:00 p'm.

Eastern US Time Zone. The Contractor shall not provide services on Saturdays;

provided, however, Contractor shall provide services on the last Saturday and Sunday

of the Open Enrollment Period.

Open hours on state holidays will be determined on a case by case basis, and may be

*oOiR"O depending on enrollment deadlines or other needs as determined by the State'

The State *iU p.ouid" the Contractor with advance notice of at least seven (7) calendar

days as to requests to modify the holiday hours of operation. "After Hours" is defined

as all eastem US time that is not defined as "Coverage Hours''o

The Contractor must regularly update the Integrated Voice Response system (IVR) in

the very first closed/aftirhours main greeting so customers are informed of the Support

Center's open hours for that week.
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The Contractor must provide TTY communication and relay service, and language

intsprder services as.recessary to facilitate communication. Telephone line stafhng

*rrrt b" adequate to meet or exceed the performairce standards defined herein.

Upon termination of the contract, Contractor agrees to relinquish back to the State the use

of t-AOO-ZS0-VHAP line, and any other toll-free lines or local numbers that consumers

utilize, at no cost to the State.

The Contractor will be responsible for all telephone charges for the toll-free lines,

MAXIMUS business line, and the Language Line.

B. Contractor must triage incoming calls to ensure strong customer service when

applicable thresholds of call volume and wait times are exceeded' Triage thresholds

*irutl U" agreed upon by the State and Contractor and may vary based on expected

seasonal fluctuations in demand. Triage will consist of the following elements:

r Contractor will provide real-time notification to the State's HAEEU designee

upon the commencement of triage activities.

. . Contractor shall email a swnmary of call volume and wait times reached to the

HAEEU rnanagement contact designated by the State within I hour of the

oommencement of triage.
o Contractor will maintain a triage team, not consisting of the same individuals

performing ordinary live operator functions, to answer calls & provide callers

with the option to a) continue holding, b) call back later, or c) receive a call

back w/in I business daY.

o Triage team will answer ca11s in the standard order: oldest call in queue,

first to be answered

o If a message is left during callbacks, tiage team will provide callers

with a dedicated, staffed phone number to ensure a lesser wait time

o Callers receiving triage will receive up to three callback attempts

. Contractor will provide daily reports indicating the number of callbacks

requested, returned, and successfully completed

o Implementation of triage does not entitle Contractor any relief from or waiver of
the service levels specified in Section 19 of Attachment A'

Section lg B. Telephone Response Standa4b, of Attactnnent A is hereby deleted in its

entirety and replaced as set forth below:

B. Telephone Response Standards

The Contractor must meet the following performance standards related to the

responsiveness ofstaffed telephone lines ("Telephone Response Standards"):

) During open hours, 75Vo of all incoming calls that opt to talk to a CSR are

*r*"i"d by a cSR within twenty-five (25) seconds of leaving the IVR.

F Lost call abandonment rate after the call exits the IVR shall not exceed 570'
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)> In the event of any system malfunction, outage or unexpected limitation-

including but not iimited to a Contractor, State or subcontractor system that

results in an unintended customer experience, Contractor will inform the state

of the situation at the same time they begin an intemal investigation and/or

reporting to vendors'

For any month in which the contractor fails to achieve these Telephone Response

Standards, Contractor shall not be entitled to receive a Contingent Payment (as defined

in Attachment B), and may be subject to Payment Discounts, as set forth in Attachment

B, Section 4.C'

section 27. TASK ORDERS, of Attachment A is hereby deleted in its entirety and replaced

as set forth below:

Section 27. TASK ORDERS

Proposals for new projects under the Task Order section of this agreement shall be

submitted to the Contractor by the State. All Task Orders under this contract shall be

;;;ii;"-; the creation and addition of dedicated phone lines and associated scripts

specific to Health care Reform efforts. Task orders shall not increase the contract

maximum amount or alter the contract tenn. The terms and conditions of Attachment

D, F, C, Attachment A and Attachment B of the Contract, in that orde1, shall take

pr"""a"n". and supersede Task Orders in the event of any ambiguity, conflict or

inconsistency with the provisions. Upon consideration of the proposal, the State and

contractor must complete the Task 6rder Form (Appendix I)' The contractor has the

rigtrt to submit modifications or deny any Task order submitted by the state. The final

Task Order document shall receive approval by the State, and be signed by the

Conhactor,'the State Authorized Representative, the Contract Administrator, the

Finance Director, and the Assistant Attorney General. The Task Order must indicate:

scope, soufce of funds, payment provisions, points of contact, ownership of data and

any applicable data ".. ug""*ent, and proj"ct specifics. Each Task Order must clearly

;;hr;;"yt"ent either by-rate per hour or deliverable received and approve{:.Pu"h

rask order must be pr"-upptot"d before any work shall begin. The State will not pay

for services that are not pieviously approved in a Task Order' The State Authorized

Representative and the ovun Business office have final authority over whether or not

a Task Order is initiated under this agreement'

A Task order may assign a Project Manager, who will act as the Authorized state

Representatiu", ,oldy p'er that iask and up to the maximum-amount per that task' The

project Manager assi"gr"d to a specific Task order is the sole person to assign work to

thc Contractor under that particular Task Order'

Changes to a Task Order shall be accomplished by written modification as agreed to by

both farties and will be reflected in a new Task Order'
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Contracts and Grants Administrator
Department of Vermont Health Access

NOB 1 South,280 State Drive
Waterbury, VT 05671 -1 01 0

Chief Financi al Officer
Department of Vermont Health Access

NOB 1 South,280 State Drive
Waterbury, VT 05671-1 01 0

Assistant AttorneY General
Office of the Attorney General

109 State Street
Montpelier, VT 05609-1 001

DVHA Project Director
Department of Vermont Health Access

NOB 1 South, 280 State Drive
Waterbury, VT 05671 -101 0

Task Order Deliverabies

At the conclusion of a project assignment, the final deliverables/products preparedin

accordance with what was agreed upon in the executed Task Order document will be

submitted to the State. Acceptance of the deliverables/products by the State shall

represent the Contractor's fulfillment of the project assignment. The State will have

sixty days to acknowledge the final deliverables/products or to reject them' Rejection

of the final deliverables iegarding research projects will not be based on the failure to

achi eve particular results.

Ad-Hoc phone calls and e-mail communicbtions from various State staff will not be

paid fot under this agreement unless previously approved with a Task Order by the

Authorized Representatives of the State.

IV. Attachryent B. Pavment Provisions. Attachment B of the Contract is amended as

follows:

Section l. INVOICINC, of Attachment B shall be amended by deleting the word
..Incentive" *ft"r" it upfears in the table of "Data elements to be submitted in monthly

invoices" and replacing it with the phrase "contingent Pa5ment."
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section 4. RETAINACE. INCENTIVES. PAYMFNT DISCOLTNTS CURE$, of
Atturh*"nt B is amended by deleting the first part of such section, from the beginning

thereof through and including section 4.c.i, andreplacing it with the following:

4. RETAINAGE, CONTINGENT PAYMENT, PAYMENT DISCOUNTS CURES

A. Retainage
In regard to the performance measures outlined in Attachment A, the

Contiactor agfees to an 8% retainage of the total Contract for the duration

of the contract. such retainage will be withheld from each monthly
payment. The contractor can submit an invoice to the state for the

i"tuinug" at the end of each State Fiscal Year, and the State will have

thirty (:o) days after submission of the retainage invoice to dispute the

invoice including, but not limited to any Payment Discounts. Such

dispute shall be in writing and shall specify the basis for the dispute in

reasonable detail. If the State has not submitted such a written dispute

within the 30-day period, the retainage invoice will be approved and

payable consistent with the payment terms of this Contract. The retainage

invoice will reflect any Paynent Discounts as defined in Attachment B,

number 3, section 1.

B Contingent Payment
The State will pay Contractor a monthiy payment of $55,000 (a
..contingent Payment") for each month during which the Telephone

Response Standards are met.

C. Payrnent Discounts

i. Telephone ResPonse Standards:

The State will receive from Contractor a Paynent Discount of $27,500 for

each month during which Contractor fails, during open hours, to answer

with a CSR at least 60% of all incoming calls that opt to talk to a CSR

within twenty-five (25) seconds of the caller leaving the IVR.

Sqction 8 of Attachment B is amended by the addition of the 2019 and2020 Budget

Tables as set forth below:
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V.
y the Attachrnent C effective December 15,

2Al7 attached to this Amendment'

u. Attuchmcnt D. Modifications of customarv,Provisions of Attachment c or
addition of Section A as set forth below

and attached to this Amendment'

VII. Attach8ent E. Business Assoclate AereelEent,^Attachment E is hereby deleted in its
ctive JulY 7 ' 2017 attached to this

Amendment'

Taxes Due to the state. contractor certifies under the pains and penalties of ngriw Ml il "l-tj:
date this contract amendment is signed, the Contractor is in good standing with respect to, or ln

full compliance with a plan to pay, any and all taxes due the State of Vermont.

Child Suppofi {Applic8ble to natural persons only; nQt applicable to corcorationq. Daflner$hiDs or

to pay child support or is in good standing with respect

to or in full compliance with a plan to pay any and all child support payable under a support order

as of the date of this amendment

Certification Resardins suspension or Debarment. Contractor certifies under the pains and

e date this contract amendment is signed, neither Contractor nor

contractor's principals 1offrce.s, directors, owners, or partners) are presently d-eban9d, suspended,

proposed for debarment, declared ineligible or excluded from participation in federal programs' or

progru*. supported in whole or in part by federal funds"

contractor further certifies under pains and penalties of perjury that, as of the date this contract

amendment is signed, Contractor is not presently debarred, suspended, nor named on the State's

debarment list a| b&ur,&gs;yc$rgn]LSqYlpurc}4.$1ng-g:flggli!}dd.ebzumeq!

This document consists of 26 pages. Except as modified by this Amendment No. 7, all provisions

of the Contract remain in full force and effect'

tRemainde:r of Page Intentionalty Left BlankJ
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CONTRACTOR

MA)ilMUS,INC.

Conv GusrersoN, CoMMIssloNER Dn're

NOB I South,280 StateDrive

Waterbury, VT 05671'1010

Phone: 802^241'0239

Email : Qo-ty.GU.lL{ ft o!}.qJysUUtU4Ay

AIISiDVHA

on

AORTT,T POIETNIC& VTCE PNTSDSNI DATE

1891 Metro Center Drive

Reston, VA 20190

Phone: 7A3'234'3215

Email: fulgruPoht-nigkG&naXinus.cottl
CoNrRacron
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ATTAcHMEN:SfrffiBffi^lJffi 
l,if3"rsroNS

REVISED DECEMBER 15, 2017

1. Definitions: For purposes of this Attachment, "Party'' shall mean the Contractor' Grantee or

Subrecipient, with whom ih" Stut" of Vermont is executing thi* Agt"".tt"ttt and consistent with the form of

the Agreement. ,,agt""-"nt'irh"U mean tire specific coniract or grant to which this form is attached'

2. Entire Agreement: This Agreement, whether in the form of a contract, Statc-funded grant' or Federally-

funded glant, represents the enfire agreement between the parlies on the subject matter' A1l prior

agreements, representations, statements, negotiations, and understandings shall have no effect'

3. Governing Law, Jurisdiction and venue; No Waiver of Jury Trial: This Agreernent will be governed

by the laws of the state of vermont. Any action or proceeding brought by either the state or the Party in

connection with this Agreement shall be brought and inforced in the Superior Court of the State of Vermont'

civil Division, washiigton unit. The party irrevocably submits to the jurisdiction of this court for any

action or proceeding regarding this Agreonenr. The Party agrees that it must first exhaust any applicable

administrative remedies with respect to any cause of action that it may have against the State with regard

to its performance under this Agreement. Party aglees that the state shall not be required to submit to

binding arbitration or waive its right to a jury trial'

4. Sovereign Immunity: The State reserves all immunities, defenses, rights or actions arising out of the

State,s sovereign status or under the Eleventh Amendment to the Uniled States Constitution' No waiver of

the Stats,s immunities, Jefenses, rights or actions shall be implied or otherwise deemed to exist by reason

of the State's entry into this Agreement'

5. No Employee Benefits For party: The Party understartds that the State will not provide any individual

retirement benefrts, gfoup life insurance, gfoup 
-health 

and dental insurance, vacation or sick leave' workers

compensation or otlier benefits or services available to State employees, nor will the State withhold any

state or Federal t"*". 
"*""pi 

as required under applicable tax laws, which shall be determined in advance

of execution of the Agreement. Thi Party understands that all tax returns required by the Internal Revenue

Code and the State of Vermont, including but not limited to income, withholding, sales and use' and rooms

and meals, rnust be nteJby the Party, alnd information as to Agreement income will be provided by the

State of Vermont to the Irternal Revinue Servicc and the Vennont Department of Taxes.

6. Independence: The Parly will act itr an independent capacity and not as officers or employees of the

State.

?. Defense and Indemnity: The Party shall defend the State and its officers and employees againsl all third

party claims or suits orlring in ,n hole or in n?d from any act or omission of the Party or of any agent of the

party in connection *i* tfr" performance lltrtir Agreement. The state shall notify the Party in the event

of any such claim o. *t -a tfr" Parly shall immedliately retain counsel and otherwise provide a complete

defense against the entire claim or suii. the State retains the right to participate at its own expense in the

defense of any ciaim. The State sha1l have the right to approve all proposed sefflements of such claims or

suits.

After a final judgment or settlsment, the Party may request recoupment of specifrc defense costs and may

file suit in Washington Superior Court requesting recoupment. The Party shall be entitled to recoup costs

only upon a showing that such costs were entirely unrelated to the defense ofany claim arising from an act

ol. o-i*rion of the Party in corurection with the performanee of this Agreement'
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The party shall indemnify the State and its officers and employees if the State, its officers or employees

beconre iegally obligatedio pay any damages or losses arising from any act or omission of the Party or an

agent of the Party in connection with the performance of this Agreement.

Notwithstanding any contrary language anywhere, in no event shall the terms of this Agreemenl or any

document fumished by the farty Tn 
"-ono"ttiotr 

with its performance under this Agreement obligate the

itut. to (l) defend or indemnify the party or any third party, or (2) otherwise be liable for the expenses or

reirnbursement, including attorneys' fees, collection costs or other costs of the Party or any third party'

g. Insurance: Before commencing work on this Agreement the Party must provide certificates of insurance

to show that the following minimum coverages are in effect. It is the responsibility of the Party to maintain

current certificates of in#ance on file with the state through the term of this Agreement. No warranty is

made that the coverages and limits listed herein are adequate to cover and protect the interests of the Party

for lhe party,s operations. These are solely minimums that have been established to protect the interests of

the State.

Workers Corupensation: With respect to all operations perfomed, the Party shall carry workers'

compensatiorrinrrrurr"" in accordance with the laws of the State of Vermont' Vermont will accept an out-

of-state employer,s workers' compensation coverage while operating in vermont provided that the

inswance carrier is licensed to write insurance in Vermont and an amendatory endorsement is added to the

policy adding Vermont f<rr coverage puposes. Otherwise, the party shall seCwe a Vermont workers'

compensation policy, if neiessary to comply with Vermont law'

General Liability antl Property Damage: With respect to all operations performed under this-A8ryement,

th" p;y ;;uff *urry geneial tiability inr,rrun"" having all major divisions of coverage including, but not

limitedto:
Premises - OPerations

Products and Completed Operations

Personal Inju.Y LiabilitY

Contractual LiabilitY
'I'he policy shali be on an occulrence form and limits shall not be lcss than:

$1,000,000 Each Occurrence

$2,000,000 General Aggregate

$ 1,000,000 Products/Compieted Operations Aggregate

$1,000,000 Personal & Advertising Injury

Automotive Liability: The Party shali carry automotive liability insurance covering all motor vehicles,

including hired and non-owned coverage, used in connection with the Agreement. Limits of coverage shall

not be less than $500,000 combined single limit. If performance of this Agreement involves construction'

or the transport of persons or hazardous materials, limits of coverage shall not be less than $1'000,000

combined single limit'
Additional Insured. TheGeneral Liability and Property Damage coverages require{ for performance of this

Agreement shail include the State of Vermont u"a ii* agencies, departments' officers and employees as

Additional Insureds. Iiperformance of this Agreement involves construction, or the transport of persons

orhazardous materials, tlhen the required Automotive Liability coverage shall include the State of Vermont

and its agencies, departments, officers and employees as Additional Insureds' Coverage shall be primary

and non-iontributory with any other insurance and self-insurance.

Notice of Canceltation or Change. There shall be no cancellation, change, potential exhaustion of aggregate

limits or non-renewal of insuralce coverage(s) without thirty (30) days written prior written notice to the

State.
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9. Reliance by the state on Representations: All payments by the State under this Agreement will be

made in reliance opon ,h" u"",iru"y of all repres.otutiottt made by the Parly in accordance with this

Agreement, including but not limited to bills, invoices, progless reports and other proofs of work'

10. False Claims Act: The party acknowledges that it is subject to the Vermont False Claims Act

as set forth in 32 v.s.A. $ 630 it ,"q. If the Party violates the Vermont False claims Act it shall

be liable to the state foi civil penaities, treble iu*ug". and the costs of the investigation and

prosecution of such violation, including attorney-s fees,.exlept as the same may be reduced by a

court of competent jurisdiction. The party's liability to the state under the False claims Act shall

not be limited notwithstanding any agreement of the state to otherwise limit Party's liability.

lL. Whistleblower protections: The Party shall not discriminate or retaliate against one of its

employees or agents for disclosing information concerning a violation of law, fraud, waste, abuse

oiu.rtt ority o, u-"t, threatening health or safety, including but not limited to allegations conceming

the False claims Act. Further, the Party shall not require such employees or agents to forego

monetary awards as a result of such disclosures, nor should they be required to report misconduct

to the farty or its agents prior to reporting to any governmental entity and/or the public'

12. Location of state Data: No State data received, obtained, or generated by the Party in connection with

p"rfoitn"rr"" under this Agreement shall be processed, transmitted, stored, or transferred by any means

outside the continental United States, except with the expl€ss written permission of the State'

13. Records Available for Audit: The Party shall maintain.all records pertaining to performance under

this agreem"rrt, ,,R"cordt'l -""n, any writtln or recorded information, regardless of physical form or

characteristics, which is produced or icquired by the Party in the perfonnance of this agreement' Records

proJo""a or acquired in a machine readable eiectronic ionnat shall be maintained in that format' The

records dcscribed shall be made available at reasonable times during the period of the Agreement and for

three years thereaftcr or for any period required by law for inspectio.t by utty authorized representatives of

the State orFederal Government. If any litigation, claim, orludit is startedbefore the expirytion of the

three-year period, the records shall be i.tuiti.O until all litigation, claims or audit findings involving the

records have been resolved'

14. Fair Employment Practices and Americans with Disabilities Act: Party agrees to comply with the

requirement of jf V.S.n. Chapter 5, Subchapter 6, relating to fair employmcnt practices,lo the full extent

applicable. pafly shall al.o eisore, ro the fuI1 extent requlred by the Americans with Disabilities Act of

1990, as amended, that qualified individuals with disaLililies receive equitable access to the services,

programs, and activities provided by the Party under this Agreement'

15. Set Off: The State may set off any sums which the Party owes the State against any sums due the Party

under this Agreement; prouid"d, however, that any set off of amounts due the State of Vermont as taxes

shall be in accordance with the procedures more specifically provided hereinafter'

16. Taxes l)ue to the State:

A. party understands and acknowledges responsibility, if applicable, for compliance with State tax

laws, includi"g-i""o-" tax withf,olding for employees perfonning services within the State,

payment of use tax on property used wilhin the State, corporate andlor personal income tax on

income eamed within the State.
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B. party certifies under the pains and penalties of perjury that, as of the date this Agreement is signed,

the party is in good standing withiespect to, or in full compliance with, a plan to pay any and all

taxes due the State of Vermont-

c. party understands that final payment under this Agreement may be withheld if the commissioner

of Taxes determines that the Party is not in good standing with respect to or in fuIl compliance with

a plan to pay any and all taxes due to the State of Vermont'

D. party also understands the State may set off taxes (and related penalties, interest and fees) due to

the State of Vermont, but only if thaParty has failed to make an appeal within the time allowed by

law, or an appeal has been taken and finaliy determined and the Party has no further legal recourse

to contest the amounts due,

17. Taxation of purchases: All State purchases must be, invoiced tax free. An exemption certificate wili

be fumished upon request with respect to otherwise taxable items.

lg. Child Support: (Only applicable if the Party is a natural person, not a col?oration or partnership') Party

states that, as of the date this Agreement is sigaed, he/she:

A. is not under any obligation to pay child support; or

B. is under such an obligation and is in good standing with respect to that obligation; or

C. has agreed to a payment plan with the Vermont Office of Child Support Services and is in fu1l

compliance with that Plan.
party makes this statement with regard to support owed to any and all children residing in Vermont' In

addition, if the party is a resident oivermont, Party makes this statement with regard to support owed to

any and all childrenresiding in any other state or temtory of the United States.

19. Sub-Agreements: Party shall not assign, subcontract or subgrant the performance of this Agreement

or any poriol thereof to any other Party without the prior written approval of the State' Party shall be

,"rporr.ibl. and liable to the State for all acts or omissions of subcontractors and any other person

p".to.-ing work under this Agreement pursuant to an agteement with Parly or any subcontractor'

In the case this Agreement is a contract with a total cost in excess of $250,000, the Party shall provide to

the State a list of all proposed subcontractors and subcontractors' subcontractors, together with the identity

ofthose subcontractorsi workers compensation insurance providers, and additional required or requested

information, as applicable, in accordance with Section 32 of The Vermont Recovery and Reinvestment Act

of 2009 (Act No. 54).

party shall include the foilowing provisions of this Attachment C in all subcontracts for work performed

soleiy for the State of Vermont and subcontracts for work performed in the State of Vermont: Section 10

(,,Faise Claims Act,'); Section 11 ("Wristleblower Protecfiot's"); Section 12 ("Location of State Data");

Section 14 (,.Fair Employment Practices and Americans with Disabilities Act"); Section 16 ("Taxes Due

the State,'); bection f S (thifa Support"); Section 20 ('No Gifts or Gratuities"); Section 22 ("Certificatiott

Regarding Debarment,); Section ib 1"Stut" Facilities;'); and Section 32.A (*Certification Regarding Use

of State Funds").

20. No Gifts or Gratuities: Party shall not give title or possession of anything of substantial value

(including property, *"r,"y, travel and/or education programs) to any officer or employee of the State

during the term of this Agreement.

21. Copies: party shall use reasonable best efforts to ensure that all written reports prepared under this

Agreement are printed using troth sides of the paper'
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22. Certifrcation Regarding Debarment: Party certifies under pains and penalties of perjury that, as of

ths date that this AgrEemettt"is signed, neither Party nor Patly's principals (officers, directors, owners' or

p""noO ur" p."r"ritly debarred, iuspended, proposed for debarment, deciared ineligible or excluded from

participation in Fedeial programs, or programs supported in whole or in part by Federal funds'

Party further cerlifies under pains and penalties of perjury that, as of the date that this Agreement is signed'

Party is not presently debarred, 
- 

suspended, nor named on the State's debarment list ali

http ://bgs. vermont, gov/purchasing/debarment

23. Conflict of Interest: Party shall fully disclose, in writing, any conflicts of interest or potential

conflicts of interest.

24. Confidentiality: Party acknowledges. and agrees that this Agreement and any and all

information obtained bv the State from the earty in connestion with this Agreement are subject to

the state of vermont Access to Public Records Act, 1 v's.A. $ 315 et seq.

25. Force Majeure: Ncither the State nor the Party shall be liable to the other for any failure or

delay of performance of any obligations under this Agreement to the extent such failure or delay

shall have been wholly or"princlpally caused by acts or events beyond its reasonable control

rendering performanc" ltt"gut or impossible (exCluding strikes or lock-outs) ("Force Majeure")'

Where Force Majeure is asserted, the nonperforming party must prove that it made all reasonable

efforts to remove, eliminate or minimize such cause of delay or damages, diligently pursued

p"rformunce of iis oiligution, undel this Agreement, substantially fulf,rlled all non-excused

Lbligations, and timely n-otlg"a the other party of the likelihood or actual occuffence of an event

described in this ParagraPh.

26. Marketing: party shall not refer to the State in any publicity materials, information pamphlets,

press releasrr, ,"*"ui"h reporls, advertising, sales promo-tions, trade shows, or marketing materials
'or 

similar communications to tirird parties except with the prior written consent of the State'

A. Non-Appropriation: If this Agreement extends into more than one fiscal year of the state

(July 1 to June 30), and if app-ropriations ale insufficient to support this Agreement' the

it#,-nuy cancel uitn" 
"nC 

of tft" fiscal year, or otherwise upon the expiration of existing

appropriation u.rthority. In the case that ihi. Agr""*ent is a Grant that is funded in whole

orin purt by Federal furrdr, and in the event Federal funds become unavailable or reduced,

the State may suspend oi cancel this Grant immediately, and the State shall have no

obligation to pay Subrecipient from State revenues'

B. Termination for cause: Either party may terminate this Agreement if a party.materially

breaches its obligations under this Agreement, and such breach is not cured within thirty

(30) days after diivery of the non-breaching party's notice or such longer time as the non-

breaching party may specify in the notice'

C. Termination Assistance: Upon nearing the end of the final term or termination of this
- 

Agreement, without respect to cause, ih" rutty shall take all reasonable and prudent

measures to facilitate any transition required by the State' All State property, tangible and
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intangible, shall be returned to the State upon demand at no additional cost to the State in

a format accePtable to the State'

2g. Continuity of performance: In the event of a dispute between the Party and the State, each

party will 
"o1iirru" 

to perform its obligations under this Agreement during the resolution of the

iirput" until this Agreement is terminated in accordance with its terms.

29. No Implied Waiver of Remedies: Either party's delay or failure to exercise any right, power

or remedy^under this Agreement shall not impair any such right, power or remedy, or be construed

as a waiver of any *.t"h.ight, power or remedy. All waivers must be in writing'

30. State Facilities: If the State makes space available to the Party in any State faoility during the

term of this Agreement for purposes otihe Party's performance under this Agreement' the Party

shall only rr." th" space in accordance with all policies and procedures governing access to and

use of siate facilitiis which shall be made available upon request. state facilities will be made

available to party on an "AS IS, WHERE ISoo basis, with no warranties whatsoever.

31. Requirements pertaining Only to Federal Grants and Subrecipient Agreements: If this Agreement

is u grant that is funded in wh'ole oi in part by F'ederal funds:

A. Requirement to Have a Single Audit: The Subrecipient will complete the Subrecipient Arurual

. Report arurually within 45 days after its fiscal year end, infomring the State of Vermont whether or

. not a Si'gle auAlt ls requiraifor the prior fiscal year. If a Single Audit is required, the Subrecipient

will submit a copy of the audit r"port to the granting Party within 9 monlhs. If a single audit is not

required, only the Subrecipient Annual Report is required'

For hscal years ending before December 25,2015, a Single Audit is required if the subrecipient

expends $ioO,ooO o1. ilor" in Federal assistance during its fiscal year and must be conducted in

accordance *ltrr oNlg circular 4-133. For fiscal years ending on or after December 25,2015, a

Single Auait isleqit.O if ,n" subrecipient expends $750,000 or more in Federal assistance during

its fiscal year and-must be conducted in accordance with 2 CFR Chapter I, Chapter II, Part 200,

Subpart F. The Subrecipient Annual Report is required to be submitted within 45 days, whether or

not a Single Audit is required.

B. Internal Controls: In accordance with 2 CFR Part Il, $200.303, the Party must establish and

maintain effective intemal control over the Federal award to provide reasonable assurance that the

party is managing the Federal award in compliance with Federal statutes, regulations, and the terms

and conditions of the award. These internal controls should be in compliance with guidance in-

..Standards for Internal Control in the Federal Government" issued by the Comptroller General of

the United States and the ,,lntemal Control Integrated Framework", issued by the Comrnittee of

SponsoringOrganizationsoftheTreadwayCommission(CoSo).

C. Mandatory Disclosures: In accordance with 2 CFR Part II, $200.113, Parly must disclose, in a

timely manner, in writing to the State, all violations of Federal criminal law involving fraud,

bribery, or gratuity violations potentialiy affecting the Federal award. Failure to make required

disclosures may ,esu1t in the imposition of sanctions which may include disailowance of costs

incurred, wittrhotaing of payments, termination of the Agreement, suspension/debarment, etc'
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32. Requirements Pertaining only to state-Funded Grants:

A. Certification Regarding use of state Funds: If Party is an employer and this Agreement is a

State-funded grunT in 
"".l"ss 

of $1,001, Parly certifies that none of these State funds will be used to

interfere *tfr lt r".ttain the 
"*"."ir" 

of Party's employee's rights with respect to unionization'

B. Good standing certification (Act 154 of 2016): If this Agreement is a state-funded grant, Pafly

hereby represents: (i) that it has signed and provide-dJo the state the form prescribed by the

Secretary of Administration for prrrpor"r of certifing that it is in good standrng (as provided in

section 13(a)(2) of Act l5a) withthi Agency of Natural Resources and the Agency of Agriculture'

Food and Markets, or otherwise explaini-ng the circumstances surrounding the inability to so certifu'

and (ii) that it will comply with the requirements stated therein.

(End of Standard Provisions)



SrlrB or VnnuoNt, Conrnncr
DnpanrvrnNT oF Vnnuox'r HEALTH Accnss
MAXIMUS,INC.

PAGE 16 or 26

Coxrnacr # 209594
AltsNovrnxr# 7

ATTACHMENT D:

MODIFICATION OF CUSTOMARY PROVISIONS
OF

ATTACHMENT C OR ATTACHMENT F

3. The following is hereby added to conform with State Data security requirements.

A. SECURITY OF STATE INFORMATION

1.1 Security Standards. To the extent the Contractor or its subcontractors, affiliates or agents

handles, collects, stores, disseminates or otherwise deals with State Data, the Contractor

represents and warrants that it has implemented and it shall maintain during the term of this

Contract the highest industry standard administrative, technical, and physical safeguards and

controls consistent with NIST Special Publication 500-53 (version 4 or higher\ and Federal

Information processing Standaids Publication2O0 and designed to (i) ensure the security and

confrdentiality of StatJData; (ii) protect against any anticipated security threats or hazards to

the security o, irrt"grity or ine SLt" putu; and (iiij protect against unauflrorized access to or

use of State Data. Such measures shall include at a minimum: (1) access controls on

information systems, including controls to authenticatc and permit access to State Data only to

authorized individuals and controls to prevent the Contractor employees from providing State

Data to unauthorized individuals who may seek to obtain this information (whether through

fraudulent means or otherwise); (2) industry-standard firewall protection; (3) encryption of

electronic State Data while in transit from the Contractor networks to external networks; (4)

measures to store in a secure fashion all State Data which shall include, but not be limited to,

encryption at rest and multiple levels of authentication; (5) dual control procedures,

segpegation of duties, and pre-employment criminal background checks for employees with

reJpoisibilities for o, u"""*i to State Data; (6) measures to ensure that the state Data shall not

be altered or cormpted without the prior written consent of the State; (7) measures to protect

against destruction, loss or damage of Stut" Data due to potential environmental hazards, such

as fire and water damage; (S) sdff training to implement the information security measures;

and (9) monitoring of tf,e security of any portions of the Contractor systems that are used in

the piovision of ttre services against intrusion on a twenty-four (24) hour a day basis.

1.2 Security Breach Notice and Reporting. The Contractor shall have policies an{ n1oc9<lyr-es

in place for the effective management of Security Breaches, as defined below, which shall be

made available to the State upon request.

In addition to the requirements set forth in any applicable Business Associate Agreement as

may be attached to this Contract, in the event of any acfual security breach or reasonable belief

of an actual security breach the Contractor either suffers or learns of that either compromises

or could compromise State Data (a "securjty Brea-clt"), the Contractor shall notify the State

within 24 hours of its discovery. iontractor shall immediately determine the nature and extent

of the Security Breach, contain the incident by stopping the unauthoized practice' recover

records, shut down the system that was breached, revoke access and/or correct weaknesses in
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physical security. Contractor shall report to the State: (i) the nature of the Security Breach; (ii)

the State Data used or discloseA; iiii) who made the unauthorized use or received the

unauthorized disclosure; (iv) what the Contractor has done or shall do to mitigaJe ar]Y

deleterious effect of the unauthorized use or disclosure; and (v) what corrcctive action the

Contractor has taken or shall take to prevent future similar unauthorized use or disclosure. The

Contractor shall provide such other information, including a.written report, as reasonably

requested by the 
-Stut.. 

Contractor shall analyze and document the incident and provide all

notices required by applicable law.

In accordance with Section 9 V.s.A. $2435(bX3), the Contractor shall notify the Office of the

Attorney General, or, if applicable, Vermont Department of Financial Regulation ("DFR"),

within fourteen (1a) business days of the Contractor's discovery of the Security Breach' The

notice shall providea preliminary description of the breach. The foregoing notice requirement

shall be inciuded in the subcontracts of any of Contractor's subcontractors, affiliates or agents

which may be "data collectors" hereunder'

The Contractor agtees to fully cooperate with the State and assume responsibility at its own

expense for the fillowing, to be determined in the sole discretion of the State: (i) notice to

affected consumers if the-State determines it to be appropriate under the circumstances of any

particular Security Breach, in a form recommended by the AGO; and (ii) investigation and

remediation associated with a Security Breach, including but not limited to, outside

investigation, forensics, counsel' crisis management and credit monitoring, in the sole

determination of the State.

The Contractor aglees to comply with al1 applicable laws, as such laws may be amended from

time to time (inciuding, but *ili*it"d to, Chapter 62 of Title 9 of the Vermont Statutes and

all applicable State anl federal laws, rules or regulations) that require notification in the event

of unauthorized release of personally-identifiable information or other event requiring

notification,

In addition to any other indemnification obligations in this Contract, the Contractor shall fully

indemnify and save harmless the State from any costs, loss or damage to the State resulting

from a Security Breach or the unauthorized disclosure of State Data by the Contractor, its

offi cers, agents, employees, and subcontractors'

1.3 Security policies. To the extent the Contractor or its subcontractors, affiliates or agents

handles, collects, stores, disseminates or otherwise deals with State Data, the Contractor will

have an information security policy that protects its systems and processes and media that may

c<intain State Data from internal and extemal security threats and State Data from unauthoized

disclosure, and will have provided a copy of such policy to the State. The Contractor shall

provide the State with nof less than thirtt (30) days advance written notice of any material

amendment or modification of such policies'

1.4 Operations Security. To the extent the Contractor or its subcontractors, affiliates or a8en!1

trandtes, collects, stoies, disseminates or otherwise deals with State Data, the Contractor shall

"u,rr" 
an SSAE is-soc z rype 2 audit report to be conducted annually. The audit results and

the Contractor,s plan for addressing or resolution of the audit results shall be shared with the

State within sixty 1OO; days of the Contractor's receipt of the audit results. Further, on an
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annual basis, within 90 days of the end of the Contractor's fiscal year, the Contractor shall

hansmit its annual audited financial statements to the state.

1".5 Redundant Back-Up. The Contractor shall maintain a fully redundant !*k"p data center

geographically seputated from its main data center that maintains near realtime replication of

data from the main data center. The Contractor's back-up policies shall be made available to

the State upon request. The Contractor shall provide the State with not less than thirty (30)

days advance writien notice of any material amendment or modification of such policies.

1.6 Vulnerability Testing. The contractor shall run quarterly vulnerability,assessments and- 
promptly r"pfrt results to the State. Contractor shall remediate all critical issues within 90

iuy.,'uli -"dirr- issues within 120 days and low issues within 180 days. Contractor shall

ottuin written State approval for any exceptions. Once remediation is complete, Contractor

shall re-perform the test.
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ATTACHMENT E
BUSINESS ASSOCIATE AGREEMENT

This Business Associate Agreement ("Agreement") is entered into by and between the State of

Vermont Agency of Human Services, opeiating by and through its Department of Vermont Health

Access (,,Clveied Entity'') and Max-im.rr, in". ("Business Associate") as of July 1, 2018

(.,Effective Date,,). This igreement supplements and is made a part of the contract/gtant to which

it is attached.

Covered Entity and Business Associate enter into this Agreement to comply with standards

promulgated unde. the Health Insurance Portability and Accountability Act of 1996 ("HIPAA"),

includin"g the standards for the privacy of Individually Identifiable Health Information' at 45 CFR

parts l6b and 764 ("Privacy Rule"), and the Security Standards, at 45 CFR Parts 160 and 164

(,,security Rule,,), u, u*"rra"a by Subtitle D of the Health Information Technology for Economic

and Clinical Health Act (HITECH), and any associated federal rules and regulations'

The parties agree as follows:

l. Dcllnitions. All capitalized terms used but not otherwise defined in this Agreement have

th",n"uiffi,thin45CFRParts160and164asamendedbyHITECHandassociatedfederal
rules and regulations.

.,Agent,, fieans those person(s) who are agents(s) of the Business Associate, in accordance with

the Federal common law of agency, as referenced in 45 CFR $ 160.a02(c)'

,,Breach', meatls the acquisition, access, use or disclosure of protected health information (PHI)

which compromises ttre security or privacy of the PHI, except as excluded in the definition of

Breach in 45 CFR S 164.402'

.,Business Associate shall have the meaning given in 45 CFR $ 160.103'

,,Individual,, includes a person who qualifies as a personal representative in accordance with 45

CFR $ 164.502(e).

..protected Health Information' or PHI shall have the meaning given in 45 CFR $ 160.103, limited

to the information created or received by Business Associate from or on behalf of Agency.

..Security Incident" means any known successful or unsuccessful attempt by an authorized or

unauthorized individual to inappropriately use, disclose, modify' access, or destroy any

information or interference with System operations in an information system'

..Services,, includes all work performed by the Business Associate for or on behalf of Covered

Entity that requires the use und/o, disclosure of protected health information to perform a business

urro"iut" function described in 45 cFR $ 160.103 under the definition of Business Associate.

..Subcontractoroo means a person ot organization to whom a Business Associate dclegates a

function, activity or serviJe, other than-in the capacity of a member of the workforce of the

Business Associate. Forpurposes ofthis Agreement, the term Subcontractor includes Subgrantees'
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2. Identifiertion and Disclosure of Privaqy and$gcuritv O{ices. Business Associate and

Subcontracto,.,hul1@daysoftheexecutionofthisagreement,written
notice to the covered Errtity's contract/grant *uttug.. the names and contact information of both

the HIpAA privacy officei and HIpAA security officer. This information must be updated any

time either of these contacts changes.

3. Permitted arld Required Usee/Disclosures of PHI'

3.1 Except as limited in this Agreement, Business Associate may use or disclose PHI

to perform Sirvices, as specified in ttre underlying grant or contract with Covered Entity.

The uses and disclosures of Business Associate are limited to the minimum necessaty, to

complete the tasks or to provide the services associated with the terms of the underlying

agreement. Business Associate shall not use or disclose PHI in any maruler that would

constitute a violation of the Privacy Rule if used or disclosed by Covered Entity in that

;;;; Business Associate may not use or disclose PHI other than as permitted or

required by this Agreement or as Required by Law'

3.2 Business Associate may make PHI available to its employees who need access to

perform Services provided thaiBusiness Associate makes such employees aware of the use

and disclosure restrictions in this Agreement and binds them to comply with such

restrictions. Business Associate muy otrly disclose PHI for the purposes authorized by this

Agleement: (a) to its agents and Subcontractors in accordance with Sections 9 and 18 or,

(b) as otherwise pcrmitted by Section 3'

3.3 Business Associate shall be directly liable under HIPAA for impermissible uses

and disclosures of the pHI it handles on behalf of Covered Entity, and for impermissible

uses and disclosures, by Business Associate's Subcontractor(s), of the PHI that Business

Associate handles on behalf of Covered Entity and that it passes on to Subcontractors,

4. Business Activities. Business Associate may use PHI received in its capacity as a Business

Associate to Co,r"rld-t-tity if necessary for Business Associate's proper management and

administration or to carry o.rt itr legal responsibilities. Business Associate may disclose PHI

received in its capacity as Business Associate to Covered Entity for Business Associate's proper

management and administration or to carry out its legal responsibilities if a disclosure is Required

by La:w or if Business Associate obtains reasonable written assurances via a written agreement

from the person to whom the information is to be disclosed that the PHI shall remain confidential

and be used or further disclosed only as Required by Law or for the purpose for which it was

disclosed to the person, and the Agreemeni requires the person or entity to notiff Business

Associate, within two (2) business days (who in turn will-notify Covered Entity within two (2)

business days after ,""Lirring notice of a Breach as specified in Section 6.1), in writing of any

Breach of Unsecured pHl o}which it is aware. uses and disclosures of PHI for the purposes

identified in Section 3 must be of the minimum amount of PHI necessary to accomplish such

purposes.

5. Safeguards. Business Associate, its Agent(s) and Subcontractor(s) shall implement and

"r" "ppfi6frffiI-"guard, 
to prevent the use oi disclosure of PHI other than as provided for by



Srlrp or VnnuoNt, Contn^Lcr
DEPARTMENT OF VNNtvrOXT HEALTH ACCNSS

MAXIMUS,INC.

PAGE 2lo126
CoNrnq,cr # 209594

ArrrnNounNr # 7

this Agreement. With respect to any PHI that is maintained in or transmitted by electronic media,

Business Associate ot itr Subcontractor(s) shall comply with 45 CFR sections 164'308

(administrative safeguards), 164.310 (physical safeguards),164.312 (technical safeguards) and

ioq.zrc $olicies and procedures and documentation requirements), Business Associate or its

Agent(s) and Subcontractor(s) shall identify in writing upon request from Covered Entity all of the

salfeguards that it uses to prevent impermissible uses or disclosures of PHI'

6. Documenting and Reporting Breachcs.

6.1 Business Associate shall report to Covered Entity any Breach of Unsecured PHI,

including Breaches reported to it by a Subcontractor, as soon as it (or any of its employees

or agend) becomes u*ute of any such Breach, and in no case later than two (2) business

days aftei it (or any of its employoes or agents) becomes aware of the Breach, except when

u lu* enforcement officiaf determines that a notification would impede a criminal

investigation or cause damage to national security'

6.2 Business Associate shall provide Covered Entity with the names of the individuals

whose Unsecured PHI has been, or is reasonably believed to have been, the subject of the

Breach and any other available information that is required to be given to the affected

individuals, as set forth in 45 CFR $ l6a. 04(c), and, if requestcd by Covered Entity,

information necessary for Covered Entity to investigate the impermissible use or

disclosure. Business Associate shall continue to provide to Covered Entity information

concerning the Breach as it becomes available to it. Business Associate shall require its

Subcontractor(s) to agree to these same terms and conditions.

6.3 When Business Associate determines that an impermissible acquisition, use or

disclosure of PHI by a member of its workforce is not a Breach, as that term is defined in

45 CFR g 164.402,and therefore does not necessitate notice to the impacted individual(s),

it shall document its assessment of risk, conducted'as set forth in 45 CFR $ 402(2). When

requested by Covered Entity, Business Associate shall make its risk assessments available

to Covered Entity. It shall also provide Covered Entity with 1) the name of the person(s)

making the assessm ent, 2) a brief summary of the facts, and 3) a brief statement of the

,"uroni supporting the determination of low probability that the PHI had been

compro-is"d. Wh"r a breach is the responsibility of a member of its Subcontractor's

*or[for"", Business Associate shall either 1) conduct its own risk assessment and draft a

summary of the event and assessment or 2) require its Subcontractor to conduct the

apsessment and draft a summary ofthe event. In either case, Business Associate shall make

these assessments and reports available to Covered Entity'

6.4 Business Associate shall require, by contract, a Subcontractor to report to Business

Associate and Covered Entity any Breach of which the Subcontractor becomes aware' no

later than two (2) business days after becomes awale of the Breach.

7. Mitieation and Corrective Action, Business Associate shall mitigate, to the extent

practlctoitofanimpermissibleuSeordisc1osureofPHI,
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draft and cany out aplan of corrective action to address any incident of impermissible use or

disclosure of pHL If iequested by Covered Entity, Business Associate shali make its mitigation

and corrective action plans avaiiable to Covered Entity. Business Associate shall require a

Subcontractor to agree to these same terms and conditions'

8. Providine Notice of Breachcs.

g.1 If Covered Entity detennines that an impermissible acquisition, access' use or

disclosure of pHI for which one of Business Associate's employees or agents was

responsible constitutes a Breach as dcfined in 45 cFR $ 164.402, and if requested by

Covered Entity, Business Associate shall provide notice to the individual(s) whose PHI has

been the subject ofthe Breach. When requested to provide notice, Busincss Associate shall

consult with Covered Entity about the timeliness, content and method of notice, and shall

receive covered Entity's approval concerning these elements. The cost of notice and

related remedies shall be borne by Business Associate'

g.2 If Covered Entity or Business Associate determines that an impermissible

acquisition, access, ,rr" o, disclosure of PHI by a subcontractor of Business Associate

constitutes a Breach as defined in 45 CFR 5 1.64.402, and if requested by Covered Entity

or Business Associate, Subcontractor shall provide notice to the individual(s) whose PHI

has been the subjcct of th" Breach. When Covered Entity requests that Business Associate

or its Subcontractor provide notice, Business Associate shall either 1) consult with Covered

Entity about the rp"tifi", of the notice as set forth in section 8'1, above, or 2) require, by

contract, its Subc;nhactor to consult with Covered Entity about the specifics of the notice

as set forth in section 8.1

g.3 The notice to affected individuals shall be provided as soon as reasonably possible

and in no case later than 60 calendar days after Business Associate reported the Breach to

Covered EntitY.

g.4 The notice to affected individuals shall be written in plain language and shall

include, to the extent possible, 1) a brief description of what happened, 2) a description of

the types of Unsecured PHI that were invoived in the Breach, 3) any steps individuals can

take'io protect themselves from potential harm resulting from the Breach, 4) a brief

description of what the Business Associate is doing to investigate the Breach, to mitigate

harm io individuals and to protect against further Breaches, and 5) contact procedures for

individuals to ask questions or obtain additional information, as set forth in 45 CFR S

164.404(c).

g.5 Business Associate shall notify individuals of Breaches as specified in 45 CFR $

164.404(d)(methods of individual notice). In addition, when a Breach involves more than

500 residents ofVermont, Business Associate shall, if requested by Covered Entity, notifu

prominent media outlets serving Vermont, following the requirements set forth in 45 CFR

$ 164.406.
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g. Agreements wlth Subcontrnctors. Business Associate shali enter into a Business

AssociateAg,""-"n@ortowhomitprovidesPHIreceivedfromCovered
Entity or crited or received iy Business Associate on behalf of Covered Entity in which the

Subcontractor agrees to the same restrictions and conditions that apply through this Agreement to

Business Associate with respect to such PHL Business Associate must enter into this Business

Associate Agreement before any use by or disclosure_of PHI to such agent. The written agreement

must identiff Covered Entity as a direct and intended third party beneficiary with the right to

enforce any Lreach of the agreement concerning the use or disclosure of PHI' Business Associate

shall provide a copy of the Business Associate Agreernent it enters into with a subcontractor to

Coveied Entity upon request. Business associate may not make any disclosure of PHI to any

Subcontractor without prior written conscnt of Covered Entity.

10. Access to pHI. Business Associate shall provide access to PHI in a Designated Record

Set to C"**6 E"tttrr as directed by Covered Entity to an Individuai to meet the requirements

under 45 CFR g rci.SZ+. Business Associate shall provide such access in the time and manner

reasonably designated by Covered Entity. Within three (3) business days, Business Associate shall

forward to Covered nniity for handling any request for access to PHI that Business Associate

directly receives from an Individual.

ll. Amendment of PHI. Business Associate shall make any amendnr.ents to PHI in a

o".lgnffioveredEntitydirectsoragIeeStopursuantto45CFR*|64.526,
whet|er at the request of Covered Entity or an Individual. Business Associate shall make such

amendments in the time and manner reasonably designated by Covered Entity. Within three (3)

business days, Business Associate shall forward to Covered Entity for handling any request for

amendment to pHI that Business Associate directly receives from an Individual'

12. Accountinq of Dlsclorures. Business Associate shall document disclosures of PHI and all

nro.*ffi,.,,"'u'wouldberequiredforCoveredEntitytorespondtoa
request by an Individual for an accounting of disclosures of PHI in accordance with 45 CFR $

164.52g. Business Associate shall provide such information to Covered Entity or as directed by

Covered Entity to an Individual, to permit Covered Entity to respond to an accounting request.

Business Associate shall provid" .rr"i information in the time and mamer reasonably designated

by Covered Entity. Within three (3) business days, Business Associate shall forward to Covered

pntit' for handling any accounting request that Business Associate directly receives from an

lndividual.

13. Books and Rrcords. Subject to the attorney-client and other applicable legal privileges,

Business Associate if,Z-*ut" its internal practices, books, and records (including policies and

procedures and pHI) relating to the use and disclosure of PHI received from Covered Entity or

created or received by Businiss Associate on behalf of Covered Entity available to the Secretary

of HHS in the time and manner designated by the Secretary. Business Associate shall make the

same information available to Coveied Entiiy, upon Covered Entity's request, in the time and

manner reasonably designated by Covered Entity so that Covered Entity may determine whether

Business Associate is in compliance with this Agreement'
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Termination

14.1 This Agreement commences on the Effective Date and shall remain in effect until

terminated by Covered Entity or until all of the PHI provided by Covered Entity to Business

Associate or created or received by Business Associate on behalf of Covered Entity is

destroyed or returned to Covered Entity subject to Section 19.8.

I4.2 If Business Associate breaches any material term of this Agreement, Covcred

Entitymay either: (a) provide an opportunity for Business Associate to cure the breach and

Covered Entity may terminate the contract or grant without liabilitybr penalty if Business

Associate does not cure the breach within the time specifiecl by Covered Entity; or (b)

immediately terminate the contract or grant without liability or penalty if Covered Entity

believes that cure is not reasonably possible; or (c) if neither termination nor cure are

feasible, Covered Entity shall report the breach to the Secretary. Covered Entity has the

right to seek to cure any breach by Business Associate and this right, regardless of whether

Covered Entity cures such breach, does not lessen any right or remedy available to Covered

Entity at law, in equity, or under the contract or grant, nor does it lessen Business

Associate's responsibility for such breach or its duty to cure such breach.

15. Return/Destruction of PHI.

15.1 Business Associate in connection with the expiration or termination of the contract

or grant shall return or destroy, at the discretion of the Covered Entity, all PHI received

from Covered Entity or created or received by Business Associate on behalf of Covered

Entity pursuant to this contract or grant that Business Associate still maintains in any form

ot medium (including electronic) within thirty (30) days after such expiration or

termination. Business Associate shall not retain any copies of the PHi. Business Associatc

shall certify in writing for Covered Entity (l) when all PHI has been returned or destroyed

and (Z)that Business Associate does not continue to maintain any PHL Business Associate

is to provide this certification during this thirty (30) day period'

15.2 Business Associate shall provide to Covered Entity notification of any conditions

that Business Associate believes make the return or destruction of PHI infeasible. If
Covered Entity agrees that return or destruction is infeasible, Business Associate shall

extend the protections of this Agreement to such PHI and limit further uses and disclosures

of such PHI to those purposes that make the retum or destruction infeasible for so long as

Business Associate maintains such PHL This shall also apply to all Agents and

Subcontractors of Business Associate.

16. Penalties. Business Associate understands that: (a) there may be civil or criminal penalties

for toir*" - *isappropriation of PHI and (b) violations of this Agreement may result in
notification by Covered Entity to law enforcement officials and regulatory, accreditation, and

licensure organizations.
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17, Xr.aining. Business Associate understands that it is its obligation to comply with the law

and shali provide appropriate training and education to ensure complianoe with this Agreement If
requestedby Coveied Entity, Bnsiness Associate shall participate in AHS training regarding the

use, confidentiality, and security of PHI, however, parlicipation in such training shall not supplant

nor relieve Business Associate of its obligations under this Agreement to independently assure

compliarrce with the law and this Ageement'

18. Secur.itv Rulc Oblisitions. The following provisions of this section apply to the extent

that Busiless Associate creates, receives, maintains or transmits Electronic PHI ort behalf of
Covered Entity.

18. i Business Associate shall irnplement and use administrative, physical, and technical

safeguards in compliance with 45 CFR sections 164.308, 164.310, and 164.312 with
respict to the Electronic PHI ihat it creates, receives, maintains or transmits on behalf of
Covered Entity. Business Associate shall identify in writing upon request frorn Covered

Entity all of the safegUards that it uses to protect such Electronic PHI.

18.2 Business Associate shali ensure that any Agent and Subcontractor to Whom it
provides Electronic PFII agrees in a written agreement to implement anduse administrative,

physical, and technical safeguards that reasonably and appropriately protect the
-Confidentiality, 

Integrity and Availability of the Elecfronic PHI. Business Associate must

enter into this written agreement before any use ol disclosure of Elechonic PHI by such

Agent or Subcontractor. 'The written agreement must identify Covered Eltity as a direct

and intended third party benefrciary with the riglrt to enforce any breach of the agreement

concerning the use or disclosure of Electronic PHI. Business Associate shall provide a

copy of the written agreement to Covered Entity upon request. Business Associate may

not make any disclosure of Eleckonic PHI to any Agent or Subcontractor without the prior
- written consent of Covered Entity.

18.3 Business Associate shall report in writing to Covered Entity any Security Incident

pertaining to such Electronic PHI (whether involving Business Associate or an Agent or

Subcontractor). Bubiness Associate shall provide this written report as soon as it becomes

awa{e of a1y such Security Incident, and in no case later than two (2) business days after

it becomes u*ur" of the incident. Business Associate shall provide Covered Entity with
the information necessary for Covered Entity to investigate any such Security Lrcident'

18.4 Business Associate shail comply with any reasonable policies and procedures

Covered Entity implements to obtain compliance under the Security Rule.

Miscellaneo-us.

19.1 In the event of any conflict or inconsistency between the ternrs of this Agreement

and the terms of the contract/grunt, the terms of this Agreement shall govern with respect

to its subject matter. Otherwise, the terms of the contracVgrant continue in effect.
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lg.2 Business Associate shall cooperate with Covered Entity to amend this Agreement

from time to time as is necessary for Covered Entity to comply with the Privacy Rule, the

Security Rule, or any other standards promulgated under HIPAA.

19.3 Any ambiguity in this Agreement shall be resolved to permit Covered Entity to

comply with the Privacy Rule, Security Rule, or any other standards promulgated under

HIPAA.

lg.4 In addition to applicable Vermont law, the parties shall rely on applicable federal

law (e.g., HIPAA, the Privacy Rule and Security Rule, and the HIPAA omnibus final

ru1e) in construing the meaning and effect of this Agreement.

19.5 As between Business Associate and Covered Entity, Covered Entity owns all PHI

provided by Covered Entity to Business Associate or created or received by Business

Associate on behalf of Covered Entity.

Ig.6 Business Associate shall abide by the terms and conditions of this Agreement with
respect to all PHI it receives fiom Covered Entity or creates or receives on behalf of
Covered Entity even if some of that information relates to specific services for which

Business Associate may not be a "Business Associate" of Covered Entity under the Privacy

Rule.

1.9.7 Business Associate is prohibited from directly or indirectly receiving any

remuneration in exchange for an individual's PHI. Business Associate will refrain from

marketing activities that would violate HIPAA, including specifically Section 13406 of the

HITECH Act. Reports or data containing the PHI may not be sold without Agency's or the

affected individual's written consent.

19.8 The provisions of this Agreement that by their terms encompass continuing rights

or responsibilities shail survive the expiration or termination of this Agreement. For

example: (a) the, provisions of this Agreement shall continue to apply if Covered Entity
determines that it would be infeasible for Business Associate to return or destroy PHI as

provided in Section 14.2 and (b) the obligation of Business Associate to provide an

accounting of disclosures as set forth in Section 12 survives the expiration or termination

of this Agreement with respect to accounting requests, if any, made after such expiration

or termination,




